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Abstract

In the self-stabilizing algorithmic paradigm for distributed computing
each node has only a local view of the system, yet in a finite amount
of time the system converges to a global state, satisfying some desired
property. In a graph G = (V,E), a subset S C V is a 2-packing if
Vu € V : |[N[ul N S| < 1. In this paper we present an ID-based, self-
stabilizing algorithm for finding a maximal 2-packing, a non-local prop-
erty, in an arbitrary graph. We also show how to use Markov analysis to
analyse the behaviour of a non-ID-based version of the algorithm.
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1 Introduction

A distributed system can be modelled with an undirected graph G = (V, E),
with node set V and edge set E. If i is a node, then N (3), its open neighbourhood,
denotes the set of nodes to which ¢ is adjacent. Every node j € N(7) is called
a neighbour of node i. N[i], the closed neighbourhood of i, is defined as N[i] =
N(i) U {i}. If S is a set of nodes, then N(S) = J;cg N(i). The boundary of a
set of nodes S is defined as 9(S) = N(S) \ S. The distance dist(i,j) between
two nodes ¢ and j is the number of edges in a shortest ¢ — j path. A graph
G' = (V',E') is a subgraph of G, written G’ C G, if V! C V and E' C E.
If G C G and E’ contains all the edges 15 € F with 7,5 € V', then G’ is an
induced subgraph of G; we say that V' induces G', and write G’ = G[V']. We
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say that a set of nodes in a graph is independent if no edge exists between any
pair of nodes in the set.

A subset S of nodes in a graph G = (V,E) is called a 2-packing [9] if
Vi eV :|N[{]NS| <1. A 2-packing S is mazimal if no proper superset of S is
a 2-packing.

Self-stabilization is a relatively new paradigm for distributed systems that
allows a system to achieve a desired global state, even in the presence of faults.
The concept was introduced in 1974 by Dijkstra [1], but serious work on self-
stabilizing algorithms did not start until the late 1980s. (See [11, ch. 15] for
an introduction to self-stabilizing algorithms.) In this algorithmic paradigm,
each node executes the same set of instructions, maintains its own set of local
variables, and changes the values of its local variables based on the current values
of its variables and those of its neighbours. A node can not access information
beyond its closed neighbourhood, and can only update its own local variables.
The contents of a node’s local variables determine its local state. The system’s
global state is the union of all local states.

When a node changes its local state, it is said to make a move. Our algo-
rithm is given as a set of rules of the form Rk: if p(i) then M, where p(i) is a
predicate for node 7, and M is a move which involves the change in value of one
or more of i’s local variables. Node i becomes privileged if p(i) is true. When a
node becomes privileged, it may execute the corresponding move. We assume
there exists a daemon, an adversarial oracle, as introduced in [1], which selects
one of the privileged nodes. The selected node then makes a move. Following
the serial model, we assume that no two nodes move at the same time. The goal
of the daemon is to keep the algorithm running for as long as possible. When
no further moves are possible, we say that the system is stable, or is in a stable
state. We say that a self-stabilizing algorithm is correct if, when the system
executes the algorithm,

1) every stable state it can reach is legitimate, that is, every stable state has
the desired global property, and

2) it always reaches a stable state after a finite number of moves.

Problems that can be solved by a straightforward greedy method in the
conventional algorithmic model often require a far more clever approach in the
self-stabilizing model. For example, finding a maximal matching (i.e. a set of
disjoint edges that cover all remaining edges) in a graph is trivial: starting with
an empty set of edges, keep adding another disjoint edge to the set as long as
one exists. To describe and prove the correctness of a self-stabilizing algorithm
for the same problem takes considerably more effort [7, 10, 5].

In this paper we present a so-called ID-based, self-stabilizing algorithm for
finding a maximal 2-packing in an arbitrary graph. The term ID-based refers
to the fact that our algorithm assumes a unique identifier is associated with
each node in the network. In practical networks, nodes usually have some
form of identification, e.g. an IP-address, totally anonymous networks are more
of a ‘mathematical nicety’. 2-packings are vertex subsets with some inherent
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Figure 1: Diagrams (a), (b), and (c) depict exchange of membership information
in the network. (Black colour indicates membership, arrows indicate possible
flow of membership information.)

non-locality, in that no two nodes in the 2-packing can have overlapping neigh-
bourhoods. This prevents nodes in a 2-packing from having direct knowledge
of each other. A self-stabilizing algorithm for maximal independent sets, i.e.
1-packings, was presented by Hedetniemi et al. in [4]. Due to the inherent
non-locality of 2-packings, the algorithm we present here is considerably more
complex, both in design and verification. With 1-packings two nodes that lie to
close, i.e. are neighbours, both have direct knowledge of each other, allowing
for a much simpler, and faster, algorithm.

We believe that the algorithm presented here is interesting, not only in its
own right, as a continuation of the study of self-stabilizing algorithms for finding
maximal independent sets, and similar vertex subsets in graphs, but also as a
possible subroutine in algorithms for more complex problems where one needs to
ensure mutual exclusion between nodes with overlapping neighbourhoods during
execution. One example of an algorithm for such a problem is the algorithm for
finding a minimal {k}-dominating function, presented by Gairing et al. in [2].
(Given a graph G = (V, E), a {k}-dominating function is a function f : V —
{0,1,2,...,k}, such that 37,y f(J) = k, for all i € V, see e.g. [3].) The
algorithm in [2] uses a slight modification of the algorithm presented here as a
subroutine.

2 Maximal 2-packing and Self-stabilization

The facts below follow directly from the definition of a maximal 2-packing.

Fact 1. Every 2-packing S is an independent set, that is, no two nodes in S
are neighbours.

Fact 2. If S is a 2-packing, then Vi,j € S : dist(¢,5) > 3.
Fact 3. If S is a maximal 2-packing, then Vi € V\S 3j € S : dist(i,5) < 2.

Fact 2 states that for every pair of nodes 4, j in a 2-packing S, we must have
dist(i, j) > 3. In a self-stabilizing algorithm nodes can only access information in
their respective neighbourhoods. This implies that node ¢ is unable to correctly
convey membership information to node j, and vice versa. Figure 1 (c) depicts
this situation. However, given a set T' that is not a 2-packing, we know there



exists a pair of nodes k, [ in T with dist(k,l) < 2. There are two cases to
consider: 1) dist(k,l) = 1, and 2) dist(k,l) = 2. In case 1) both k and !
can detect the error by accessing membership information in their respective
neighbourhoods. This is depicted in Figure 1 (a). One of the nodes can then
change its local state to correct the error. In case 2) there will exist a node
m € N(k) N N(l) such that m ¢ T. Node m will detect the error, and can in
turn inform either k or [ of the violation, so that this node can correct the error.
This is depicted in Figure 1 (b).

The above discussion shows that, given a proposed 2-packing, i.e. a subset
of nodes in a network, all nodes that violate the 2-packing condition can be de-
tected by at least one node in the network; even when the nodes are only able to
access membership information in their respective neighbourhoods. But merely
detecting violations is not enough. Figure 1 (b) shows that some mechanism is
needed to inform the violating nodes that they must change their local states,
when they are unable to detect the violation themselves. In the algorithm de-
scribed below we use pointers to devise such a mechanism. Assume S is the set
we are trying to alter into a maximal 2-packing. A node i € V'\ S with one or
more neighbours in S will point to exactly one of these neighbours, say j. This
indicates to all nodes in (N (i) N.S)\ {j} that they are violating the 2-packing
condition and should therefore change their local states, and to all nodes in
N(@) N (V\S) that ¢ already has a neighbour in S. Nodes without neighbours
in S, and nodes in S, should point to NULL.

Any self-stabilizing algorithm for finding a maximal 2-packing S must ob-
viously incorporate a rule by which nodes not in S can become members of S.
(Our system may for instance have an initial global state in which S is empty.)
Since the nodes are only able to access information in their respective neigh-
bourhoods, the algorithm shall let any node i € V'\'S become a member of S
if, by accessing information (both membership information and the pointers de-
scribed above) in its neighbourhood, i is unable to determine that it will violate
the 2-packing condition by doing so.

To avoid infinite loops in the execution of our algorithm, we need to augment
the pointer mechanism described above. Figure 2 illustrates how the daemon can
make an algorithm repeat a global state in a four-cycle infinitely many times, by
cleverly choosing where each node points, if the algorithm uses only membership
information and the described pointer mechanism. In the algorithm described
below we use pointers in conjunction with unique identifiers on the nodes. This
allows us to design an algorithm where no global state can be repeated. With
unique identifiers we can limit the daemon’s freedom to choose where each node
points, thereby avoiding infinite loops.

3 An ID-based 2-packing Algorithm

We now formally present our ID-based, self-stabilizing algorithm for identifying
a maximal 2-packing in an arbitrary graph. Note that we are not trying to
obtain a maximal 2-packing of largest cardinality, merely a maximal one. The
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Figure 2: Diagrams (a) — (i) depict an infinite loop on a four-cycle. (Black
colour indicates membership, and arrows indicate pointers.)

problem of finding a maximal 2-packing of largest cardinality was shown to be
NP-hard by Hochbaum and Schmoys in [6], finding a maximal one is easily
done in linear time (with the standard RAM model).

We assume that each node ¢ in the network has a unique identifier id(7), and
that there exists a total ordering of these identifiers. In our algorithm, each
node ¢ has a boolean variable z(7) indicating membership in the 2-packing we
are trying to construct. That is, (i) = 1 if node 7 is an element of the 2-packing
we are trying to construct, and x(¢) = 0 otherwise. Furthermore, each node i
has a pointer that can point to any neighbour j € N (i) or to NULL. The nodes
not in the 2-packing use this pointer to limit their number of neighbours in the
2-packing. We use the notation ¢ — j and ¢« — NULL to denote that the pointer
of ¢ points to 5 and that the pointer of ¢ points to NULL, respectively. The al-
gorithm consists of six rules, R1 — R6, and is identically stored and executed
in each node 1.

Algorithm 1: Maximal 2-packing

uses id(_) identifier;
local z(_) boolean,
—_ pointer;

R1: 1fac(z): /\VJGN() z(j)=0A(j —iVj— NULL)
(i) =
then NULL
2: ifzx(i) =0 ANi—j5 AVkeN@G) :z(k)=0
ZHNULL
then 1fVl€N :l—1iVvIl— NULL
then z(i) = 1;



R3: if 2(1) =0 A ((i — NULL)V (i — j Az(j) =0)) A
FkeN@G) : x(k)=1
then i — k, where id(k) = min{id() : I € N(i) Az(l) = 1};

41fac(z)—1/\ﬂj€N() x(j) =1

then z%y,where id(y) = min{id(l) : l € N(i) Az(l) = 1},

R5:ifac(z):1/\Vj€N() x(j)=0 AN FkeNGE) : k—=1,1#14
:L'(’L

. NULL;

6: if 2(i) =1 A —(i = NULL) A
VjeN(@) : z(j)=0A(j —iVj— NULL)
then ¢+ — NULL;

We shall use the term z-move if a move changes the z-value of a node,
and pointer-move if a move only changes the pointer-value of a node. Rules
R1, R2 if the second then-statement is executed, R4, and R5 are xz-moves,
whereas rules R2 if the second then-statement is not executed, R3, and R6 are
pointer-moves.

4 Verification

For simplicity we shall in the following say that node i is black if x(i) = 1,
and white if (i) = 0. We say that a black node is a singleton black if all its
neighbours are white. A black node i is locked if all nodes in N (i) are white
and point to ¢, and ¢« — NULL. Note that if a node 7 is locked, then no node
in N[i] will make another move until the algorithm stabilizes. For the purpose
of this paper we define a black enclave® to be a maximal set V' of black nodes,
such that |[V’| > 2 and G[V'] is connected. A white enclave is a maximal set V"
of nodes such that G[V"] is connected and V" does not contain any adjacent
black nodes. (Note that while the black enclaves only contain black nodes, we
allow the white enclaves to contain singleton black nodes.)

The system is in a legitimate state if and only if 1) the z-values correctly
reflect a maximal 2-packing, 2) all black nodes point to NULL, and 3) all white
nodes point to their only black neighbour, if they have one, and to NULL
otherwise.

To prove correctness of Algorithm 1 we need to show each of the following:

I. If the system reaches a stable state, then it is in a legitimate state, or

IThe Oxford English Dictionary defines an enclave to be a portion of territory entirely
surrounded by foreign dominions.



equivalently, if the system is not in a legitimate state, then at least one
node can make a move.

IT. Regardless of the initial state and regardless of the sequence of moves
selected by the daemon, the system is guaranteed to reach a stable state
after a finite number of moves.

The following two lemmata show that the proposed algorithm satisfies re-
quirement I.

Lemma 1. If the system reaches a legitimate state, them no node can make a
move.

Proof. This is obvious since no predicate of any rule R1 — R6 will be true. O

Lemma 2. If the system is in an illegitimate state, then there exists at least
one node that can make a move.

Proof. Assume the system is in an illegitimate state. There are three cases to
consider: 1) the z-values do not reflect a 2-packing, 2) the z-values reflect a
non-maximal 2-packing, and 3) the z-values reflect a maximal 2-packing, but
the pointers are incorrect. We must show that in each case at least one node
can make a move.

In case 1) there will either exist a black node adjacent to another black node
or a white node adjacent to two or more black nodes. In the former sub-case
one of the black nodes can execute rule R4, and in the latter rule R5 (possibly
after the white node has executed rule R3).

In case 2) there will exist a white node with no black nodes within a distance
of two. In this case the white node can execute rule R1, or a neighbour of it
rule R2.

In case 3) there will be a black node not pointing to NULL, a white node
pointing to a white node, or a white node not pointing to its black neighbour.
The black node can execute rule R6, the white node pointing to a white node
rule R2, and the white node not pointing to its black neighbour rule R3. O

To prove that our algorithm meets requirement II, we first show that all
black enclaves must shrink until no adjacent pair of black nodes exists in the
network, at which point the entire network can be viewed as a white enclave.
We then show that the algorithm will arrange the singleton black nodes into a
legitimate global state and stabilize.

The following lemma shows that we can concentrate on the z-moves when
analysing the behaviour of Algorithm 1.

Lemma 3. There can be at most |V| consecutive pointer-moves without inter-
VenIng T-moves.

Proof. Immediately after making a pointer-move, node 4 is unprivileged, none
of the predicates of the six rules can be true for i after any of the tree possible
pointer-moves. No subsequent change of the pointer in any neighbour of i can



make the predicates of rules R3 or R6 true for i. A pointer move by a neighbour
of ¢ may make the predicate of rule R2 true for i, but only if the condition of
the second if-statement is true. The next move by node ¢ must therefore be an
z-move. This, of course, applies to all nodes, and in a sequence of consecutive
pointer-moves, each node can make at most one move. o

The following three lemmata show that all black enclaves must shrink in
size.

Lemma 4. If C is a white enclave, and no node in 9(C) makes a move, then
the nodes in C' can only make a finite number of mowves.

Proof. Let B C C be the set of singleton black nodes in C. If B # () and a node
b € B has a white neighbour pointing away from it, then the daemon can force
b to change from black to white, using rule R5.

When a new singleton black node c¢ is introduced into B C C, by ¢ € C
executing either rule R1 or R2, we know that no node in N(c) is pointing away
from it. Therefore, ¢ can only change back to white if a node in N(c) makes
a pointer-move, and points to another black node ¢’. This can only happen if
id(¢’) < id(¢). Every node d € 9(C') can possibly force all b € B to change
to white, if d lies at the end of chain of nodes changing from black to white.
However, each d € 9(C) can only force such a move |N(d) N C| times, as a new
pointer to d will be added every time.

Assume B, as a whole, has changed to white |[N(9(C)) N C|+ 1 times (once
initially, and once for each neighbour of 9(C) in C, as described above). At
this point we know that when a new singleton black node is introduced into
B c C, we will always have B # (0. A singleton black node b can only be
replaced by another singleton black node & when id(¥') < id(b). This implies
that a singleton black node b* € B C C' at some point will become minimal, in
the sense that no node ¢ € C' with id(c) < id(b*) can change to black and force
b* to make an x-move. Singleton black nodes can be introduced into B C C' in
this way until no further z-moves are possible in C'. At this point all neighbours
of every minimal node b*, not already pointing to b*, will execute rule R3 and
point to b*, so that b* becomes locked. Since b* is locked, all black nodes in
N(N(b*)) are forced to change from black to white. After doing so, no node in
N(N(b*)) can make any further z-moves. We can therefore disregard all nodes
in N(N(b*)), for each of the locked nodes b*, and make a similar recursive
argument for the rest of C. O

Lemma 5. No black enclave can increase in size, and no white enclave can
decrease in size.

Proof. The only rule that can be executed by a node in a black enclave is rule
R4, which decreases the size of the black enclave by one. And it is obvious
from the predicates of rules R1 and R2, that Algorithm 1 never can create
two adjacent black nodes. Thus, no black enclave can increase in size, and
consequently, no white enclave can decrease in size. o



Lemma 6. The size of all black enclaves must shrink.

Proof. Tt follows from Lemma 4 that only a finite number of moves can be made
by the nodes of the white enclaves, before a move by a node in a black enclave is
forced. Lemma 5 states that no black enclave can increase in size. This implies
that the size of all black enclaves must shrink. O

Lemma 7. If all black nodes are singletons, then Algorithm 1 stabilizes.

Proof. When all black nodes are singletons, the whole network can be viewed
as a white enclave. Let B be the set of singleton black nodes. If B # () and any
node b € B has a white neighbour pointing away from it, then the daemon can
force b to change from black to white, using rule R5.

Assume B, as a whole, has changed to white once. At this point we know
that when a new singleton black node is introduced into B, we will always have
B # (). A singleton black node b can only be replaced by another singleton black
node b’ when id(b’') < id(b). This implies that a singleton black node b* € B at
some point will become minimal, in the sense that no node ¢ with id(c) < id(b*)
can change to black and force b* to make an xz-move. Singleton black nodes can
be introduced into B in this way until no further z-moves are possible. At this
point all neighbours of every minimal node b*, not already pointing to b*, will
execute rule R3 and point to b*, so that b* becomes locked. Since b* is locked,
all black nodes in N(N(b*)) are forced to change from black to white. After
doing so no node in N(N(b*)) can make any further z-moves. We can therefore
disregard all nodes in N(N(b*)), for each of the locked nodes b*, and make a
similar recursive argument for the rest of the network. O

The above discussion shows that Algorithm 1 finds a maximal 2-packing in
an arbitrary graph within finite time.

Theorem 1. Algorithm 1 stabilizes with a maximal 2-packing in finite time.

Proof. Tt follows from Lemmata 1 and 2 that no node can make a move if the
system has stabilized, and that at least one node can make a move otherwise.
And it follows from Lemmata 6 and 7 that the algorithm terminates in finite
time. 0

The above discussion shows that we can guarantee termination, albeit in
exponential time. (For a path on n nodes with labels increasing from left to
right a lower bound of ©(2°(™) moves is easily shown.) Simple simulations
however, show that Algorithm 1 almost always terminates in linear time when
run with a randomized daemon, instead of with the usual adversarial oracle.

5 Markov Analysis

In Algorithm 1 we used IDs to ensure termination. Here we briefly discuss a
non-ID-based variant of the algorithm, and show how Markov analysis may be
used to analyse its behaviour. We now assume the daemon only makes random
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Figure 3: Non-determinism in rule R3’

choices when choosing a privileged node, and where a node points when it makes
a pointer-move. Assuming the daemon is randomized, rather than an adversarial
oracle, may be more relevant from a practical viewpoint. We can now simplify
rules R3 and R4, as follows:

R3": if (i) =0 A ((i = NULL)V (i = jAz(j) =0)) A
ke NG : zk)=1
then i — k;

R4’: if z(z): 1 A JjeNGE) :z()=1
then {x(l) =0

i — J;

The non-determinism in rules R3’ and R4’ can lead to cycles in the state
space, and it is important to quantify the potential ill-effects. As long as each
state is transient, i.e., has at least one non-zero probability path to the termina-
tion state, the algorithm will terminate with probability 1. Lemma 2, which also
holds with the above modifications to rules R3 and R4, ensures this tranciency
for any graph. Nevertheless, the time to termination may be arbitrarily long,
and it is useful to determine its expected value.

Consider the four-cycle. Rule R3’ can be applied to node i of the state
shown in the left hand side of Figure 3 to yield either of the states shown on the
right. The upper transition is the ‘correct’ choice, in that this path will lead to
termination after one more step. The lower transition is the ‘incorrect’ choice,
in that it may lead to termination or it may, after five more steps, return to the
state on the left. The ill-effects of the incorrect choice can be completely quan-
tified. The reduced state space for the four-cycle, with associated transitions, is
shown in Figure 4. (The state space is reduced by grouping together states with
identical stochastic behaviour.) Labels on edges show non-unit transition prob-
abilities, wherever such can occur. Probability ¢ is the probability of making
the ’incorrect’ choice in the application of rule R3’. We also assume a single,
invisible ‘regeneration’ edge from the termination state 1" to the start state .S,
an analytic trick to convert a transient chain with single absorbing state into an

10



Figure 4: State space for the four-cycle

ergodic chain, i.e., one in which any state can be reached from any other state,
and the number of transitions required to reach it is aperiodic.

The fundamental theorem for ergodic chains (see e.g. [8, 12]) states that
if pm,n is the probability of transition from state m to state n in an ergodic
Markov chain, and P the corresponding matrix, then the chain has a unique
steady-state distribution 7 given by

Tm=aP ,

subject to X, 7, = 1. Further, the expected number of transitions required to
return to state m, the so-called mean recurrence time, is the reciprocal of the
steady state probability, 1/mp,.

In the case at hand, the matrix P is sparse, and the equation is easily solved.
In particular, the mean recurrence time for the start state S is

1 168+ 5q

TS 36 — 3¢q

Now, because it requires exactly one transition in the ergodic chain to go from
the termination state T to the start state S we have determined that the ex-

11



pected time to termination is

1 13248¢
s - 36—3¢

Thus, in the optimistic case (¢ = 0), we expect 3.67 steps to termination, and,
in the pessimistic case (¢ = 1), we expect 4.24 steps to termination, a relatively
small increase.

It is clear that a similar analysis can be carried out for any specific graph,
but the state spaces become large and the task becomes arduous very quickly.
An automated, numerical Markovian analysis might be developed for arbitrary
graphs, but it is unclear whether such would offer any benefits over straightfor-
ward simulation.

6 Concluding Remarks

In this paper we have presented an ID-based, self-stabilizing algorithm for find-
ing a maximal 2-packing in an arbitrary graph. We have seen that 2-packing has
some inherent non-local properties, but that it still is possible, at the expense
of running time, to design a self-stabilizing algorithm for finding a maximal 2-
packing in an arbitrary graph. We have also briefly shown how to use Markov
analysis to analyse the behaviour of a non-ID-based version of the algorithm
on small graphs. We believe the algorithm presented here may be useful as a
subroutine in other more complex algorithms, where mutual exclusion between
nodes with overlapping neighbourhoods is required during execution. One such
example is presented in [2].

12
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