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• Reasoning about faults and/or incorrect behaviour in MAS.

• Deontic interpreted systems (Lomuscio and Sergot).

• Symbolic Model checking via bdds for deontic interpreted

systems (Raimondi and Lomuscio).

• Dining cryptographers with faults.
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Motivation

They may be programmed by several different software houses. Not

all of them may wish to have their agent to follow all the prescribed

specification for the system.

For verification purposes we would wish to check:

• Properties of the system that hold irrespectively of the

behaviour of the agents.

• Properties that hold only if all the agents of the system behave

as intended.

• Properties that hold only if some the agents of the system

behave as intended.
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Deontic interpreted systems

Deontic interpreted systems are a semantics to reason about time,

knowledge, and correct functioning behaviour.

• They extend standard interpreted systems (Halpern et al):

S ⊆ Le × L1 × · · · × Ln.

• Assume some local states are “allowed” or green, others are

“disallowed” or red. Intuitively these will represent

“correct/incorrect” functioning behaviour of the agents.

– Green states: Le ⊇ Ge, . . . , Ln ⊇ Gn, Gi 6= ∅.

– Red states: Ri = Li \ Gi.

– An agent is in a red local state if it is in violation of its

specification (crashes, memory violation, or rationality if the

agents are players in a game theoretical setting).

• Syntax: φ :== p,¬φ, φ ∧ φ, Kiφ, Oiφ, K̂i
j φ, EGφ, E(φUφ)
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Deontic systems of global states

• A set of local states Li, for each agent i = {1, . . . , n}

• A non-empty set Gi ⊆ Li of “green” states.

• A set of actions Acti.

• A protocol Pi : Li → 2Acti .

• Local evolution function: πi : S × Act → Si.

• A set of global states S ⊂ L1 × · · · × Ln × LE .

• Reachable states may be computed from a set of initial states

I ⊂ S.



DIS - interpretation

Given a set of propositional variables P , a deontic interpreted

system is a pair DIS = (S, h) where h : S → 2P is an interpretation

function.

g |= Oiφ iff ∀g′ ∈ S, li(g
′) ∈ Gi implies g′ |= φ,

g |= Kiφ iff ∀g′ ∈ S, li(g) = li(g
′) implies g′ |= φ,

g |= bKi
j φ iff ∀g′ ∈ S, li(g) = li(g

′) and lj(g
′) ∈ Gj

implies g′ |= φ,
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DIS - notes

• The logic KD45i−j is weakly-complete wrt atemporal DIS.

• Various implications among Ki Oj , OiKj , K̂i
j , K̂

j
i .

• Tested on bit transmission problem with faults...
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Idea: extend OBDD’s-based algorithm for CTL to deontic

interpreted systems.

To do this we encode all the parameters needed by the verification

algorithm as boolean formulas and operate on them via OBDD’s.
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OBDD’s have been proven to be a very efficient technique to

manipulate boolean formulas.



Translating into boolean formulas

1. Encode local states by means of boolean variables.

nv(i) = dlog2|Li|e variables are needed for each agent.

N =
∑
i

nv(i) variables are needed to encode a global state:

g = (v1, . . . , vN ).

2. Similarly for actions: a = (a1, . . . , aM ).

3. Protocols and evolution functions can be expressed as boolean

functions involving the boolean variables above.

4. For the algorithm below, we need a boolean function for the

temporal relation between two global states: Rt(g, g′) iff

∃a ∈ Act : t(g, a, g′) is true and each local action ai ∈ a is

enabled by the protocol of agent i in the local state li(g).



The algorithm

The following algorithm SAT computes the set of global states in

which a formula φ holds, denoted with [[φ]]



SAT (φ) {

φ is an atomic formula: return h(φ);

φ is ¬φ1: return S \ SAT (φ1);

φ is φ1 ∧ φ2: return SAT (φ1)∩

SAT (φ2);

φ is EXφ1: return SATEX(φ1);

φ is E(φ1Uφ2): return SATEU (φ1, φ2);

φ is EGφ1: return SATEG(φ1);

φ is Kiφ1: return SATK(φ1, i);

φ is Oiφ1: return SATO(φ1, i);

φ is bKi
j φ1: return SAT bKi

j
(φ1, i, j);

}



The algorithm – 2

SATK(φ, i) {

X = SAT (¬φ);

Y = {g ∈ S|∃g′ ∈ X and Ri(g, g′)}

return ¬Y;

}

SATO(φ, i) {

X = SAT (¬φ);

Y = {g ∈ S|∃g′ ∈ X and RO
i (g, g′)}

return ¬Y;

}



SATE(φ, Γ) {

X = SAT (¬φ);

Y = {g ∈ G|RE
Γ (g, g′) and g′ ∈ X}

return ¬Y;

}

SATC(φ,Γ) {

X = SAT (φ);

Y = G;

while ( X != Y ) {

X = Y;

Y = {g ∈ G|RE
Γ (g, g′) and g′ ∈ Y and g′ ∈ SAT (φ)}

return Y;

}



SATKH(φ, i, j) {

X = SAT (¬φ);

Y = {g ∈ S|∃g′ ∈ X and Ri(g, g′) and RO
j (g, g′)}

return ¬Y;

}



The algorithm – 3

The set of reachable states S can be computed as the fix-point of

τ = (I(g) ∨ ∃g′(Rt(g
′, g) ∧ Q(g′)) where Q denotes a set of global

states. The fix-point of τ can be computed by iterating τ(∅) by

standard procedure.

To check whether φ holds in the model we can now compare [[φ]]

with S.



Implementation: an overview
Specify an interpreted system

Parse the input

Build OBDDs for the parameters

Parse the formulae to check

Compute the set of states in which
a formula holds

Compare with the set of reachable states

1.

2.

3.

4.

5.

6.

7.

Lex and Yacc parser

Any text editor

C++ code and CUDD  

C++ code and CUDD  

C++ code and CUDD  

C++ code and CUDD  

TRUE in the model FALSE in the model
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Example: Dining cryptographers [Ch88]

3 dining cryptographers. From vdM-Su:

1. Each cryptographer flips a coin and observes that coin and the

one at his right.

2. If a cryptographer did not pay for the dinner he states whether

the two coins he can see fell on the same side or not.

3. If a cryptographer paid for the dinner he states the opposite of

what he witnessed.

One can check that:

¬paid1 =⇒ (AX((K1(¬paid1 ∧ ¬paid2 ∧ ¬paid3))

∨ (K1(paid2 ∨ paid3) ∧ ¬K1paid2 ∧ ¬K1paid3)))
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Faulty cryptographers

Suppose now one of the agents, say agent 1, is not following the

protocol, ie it may not follow its specifications. In particular: it

may say the opposite of what it should.

6|= ((odd∧¬paid2) =⇒ (K2(paid1∨paid3))∧¬K2paid1∧¬K2paid3)

But:

|= ((odd ∧ ¬paid2) =⇒

((K̂1

2
(paid1 ∨ paid3) ∧ ¬ K̂1

2
paid1 ∧ ¬ K̂1

2
paid3)



Demo

• IS specification syntax.

• Demo.



Experimental results - Dining Cryptos

|M | OBDD’s nodes Memory (MBytes)

≈ 2.84 · 1015 ≈ 107 ≈ 227

Table 1: Memory requirements.

Model construction Verification Total

89sec 7sec 136sec

Table 2: Running time (for one formula).



Experimental results - BTP with faults

|M | OBDD’s nodes Memory (MBytes)

≈ 4 · 106 ≈ 103 ≈ 4.5

≈ 7 · 1013 ≈ 107 ≈ 220

Table 3: Memory requirements.

Model construction Verification Total

0.045sec <0.01sec 0.05sec

Table 4: Running time (for one formula).
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Conclusions

• Extension to knowledge and correct functioning behaviour of

standard model checking via BDD: algorithm and

implementation. The semantics is not restricted to particular

classes of interpreted systems.

• Algorithm and implementation is self-contained. It treats

knowledge and deontic operators as modalities, and only relies

on Somenzi’s libraries.

• One among other possibilities to check knowledge and deontic

states: see SAT-based approaches.
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Related and further work

• Improve implementation and comparison with

BMC-/UMC-based tools, and other tools.

• Comparison with Sydney.


