
Classifying and Relating Affordance-based

Models of Reproduction

Matt Webster∗and Grant Malcolm†

Abstract

We present the first full formalisation of our approach to repro-
duction models and classification using Gibson’s theory of affordances.
Our formal reproduction models incorporate a labelled transition sys-
tem that describes how a reproductive system changes over the course
of reproduction. The actors in the system are represented by a set of
entities together with a relation describing the states in which those
entities are present, and a function mapping actions to sets of enti-
ties which enable those actions to be performed. Finally, a sequence
of actions uniquely identifies the path taken by a single entity, the
reproducer, during reproduction. We show how reproduction mod-
els can be classified based on whether the reproducer is assisted or
unassisted in reproduction, and whether or not the reproducer is ac-
tive during reproduction. We prove that all assisted and unassisted
reproduction models have a related model which has the opposite clas-
sification, and generalise the classifications based on self-description
and reproductive mechanism given in earlier work to the general case
of classification by aspects. We discuss the relevance to the field of
artificial life, give a potential application to the fields of computer vi-
rology, and demonstrate reproduction modelling and classification in
action using examples.
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1 Introduction

The ability to reproduce is at the heart of what it means to be alive, both
for biological and artificial life systems (see, e.g., [29, 21]). Indeed, a great
deal of the early work in artificial life, such as von Neumann’s reproducing
automaton [28] and Langton’s loops [13], focuses precisely on reproduction.

Defining the boundary between animate and inanimate is difficult: on the
one hand, a definition should be liberal enough to admit all instances that
are generally held to be living; on the other hand, it should be strict enough
to rule out instances that display many life-like characteristics, yet stretch
intuitions about what life — artificial or biological — really is. For example,
biological viruses are often argued to be on the boundary between animate
and inanimate [27].

In contrast to this, reproduction seems comparatively straightforward
to define. There are many clear and paradigmatic examples of reproducers,
both artificial and biological: biological organisms and the genes that control
them [5], von Neumann’s reproducing automaton [28], computer viruses [3]
and other forms of reproducing malware [6], and so forth. However, there
are other examples that stretch intuitive definitions of reproduction: pho-
tocopies [12], gliders in Conway’s Game of Life [8], seeding crystals, fixed
points of mathematical functions, or even a pen on a desk which, being in a
stable state, ‘reproduces’ from one instant to the next thanks to the physical
laws of the universe.

An ideal definition of reproduction would rule out such rogue examples;
an alternative approach would be to accept a spectrum of reproduction, and
structure the space of reproducers in such a way that trivial and rogue ex-
amples of reproducers inhabit a clearly defined region that is separated from
the region containing the paradigmatic examples. In this paper, we adopt
the latter approach, distinguishing between paradigmatic and rogue exam-
ples according to whether or not the reproducer appears to rely on external
agency. We consider ‘entity-based’ models of reproduction, in which the re-
producer is one entity interacting with others in its environment. Our notion
of external agency is based on Gibson’s theory of affordances, which describes
the functional relationships between an animal and its environment [9]. For
an animal, an affordance is an ‘opportunity for action.’ For example, a piece
of food affords an animal nourishment, a tree affords it the ability to climb to
safety, and a cave affords shelter. We use affordances to form a classification
of reproducers based on the functionality that they afford to themselves and
the functionality that their environment affords them, with respect to the
process of reproduction.

This gives a basic classification between assisted and unassisted models
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of reproduction, which is presented in Section 2.1 below, along with an or-
thogonal division into ‘trivial’ and ‘non-trivial’ models. However, we want to
do more than simply divide the class of reproducers: we are interested in this
class as a structured space; i.e., we would like to be able to capture similar-
ities and uniformities between particular models. To this end we introduce
a notion of refinement between models that captures the intuition that two
models may describe the same reproductive process at different levels of ab-
straction. We present some fundamental results relating refinement to our
basic classifications: non-trivial models cannot be refined by trivial models,
and trivial assisted models cannot be refined by trivial unassisted models.

The structured space of reproducers is further elaborated in Section 3,
where we present our main results: every assisted reproduction model is re-
fined by an unassisted model and, conversely, every non-trivial unassisted
model refines an assisted model. These results reflect different ways of view-
ing the reproductive process. In the case of an assisted reproducer, it is
possible to view its reproduction as unassisted if one considers the entities
that afford reproduction to be a single, collaborating whole. In the case of
an unassisted reproducer, it is still possible to view its environment as af-
fording reproduction; for example, von Neumann’s reproducing automaton
can be viewed as being dependent on the transition function of the cellular
automaton in which it is realised.

Our classification into assisted and unassisted models is based on ear-
lier work [32, 30], where we presented four main classes of reproduction
model, which we called Types I, II, III, and IV. These classes were based
on predicates concerning whether the sets of actions corresponding to the
self-description and reproduction mechanism of the reproducer were assisted
by entities other than the reproducer, or not. The case where both were unas-
sisted corresponded naturally to unassisted reproduction; the case where the
self-description was unassisted and the reproductive mechanism was assisted
we called Type II; the case where the self-description was assisted and the re-
productive mechanism was unassisted we called Type III; and the case where
both were assisted we called Type IV. In Section 3.3 we show that this type
of classification can be generalised for arbitrary predicates on the actions in
the reproduction model using ‘aspect-based’ classification.

Throughout Sections 2 and 3 we illustrate our formal affordance-based
models, and their classification and refinement, with worked examples based
on biological and computer viruses.

In the concluding section we compare our work with other approaches,
including the work of Freitas & Merkle [7], Taylor [26], McMullin [15], Luk-
sha [14], Rosen [19, 20] and Chaitin [2]. We discuss the applicability of our
results to different artifical life forms, as well as a practical application to
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the problem of computer virus detection. Finally, we give some directions
for future research.

2 Formal Models of Reproduction

Our goal is to classify and study the relationships between models of repro-
ductive processes in a rigorous way. In this section we specify precisely what
we mean by a model of a reproductive process: on the one hand, we want
our notion of model to be general enough to cover as many examples as pos-
sible, while on the other hand, we want the notion to have enough structure
to allow us to capture relevant similarities and differences between specific
models. Since any model of reproduction necessarily identifies some thing
that reproduces, it seems reasonable to take an individual-based approach
to modelling reproduction, and we will assume that reproductive models
identify a collection of individuals that play some role in the reproductive
process, and that the reproducer itself is a particular individual in this col-
lection. We also assume that the reproductive model specifies a state space
and the events that occur to move from one state to another.

A state space together with events or ‘actions’ that move the system
from one state to another form a labelled transition system, which consists
precisely of a set S of states, a set A of actions, and a ternary relation
7−→ ⊆ S×A×S specifying the transitions between states. Given such a la-
belled transition system, we usually write s

a
7−→ s′ instead of (s, a, s′) ∈ 7−→,

to indicate that action a may move the system from state s to state s′. As
an example, consider the life cycle of a bacteriophage virus, which consists
of five stages: (i) attachment of the virus to the host cell; (ii) introduction
of the virus’s genome to the interior of the cell; (iii) synthesis of new virus
parts; (iv) maturation of these parts into mature offspring; and (v) release
of these offspring back in the environment. At this schematic level, there
are five actions: A = {a, i, s,m, r}, and the state space has six states:
S = {s1, s2, s3, s4, s5, s6}, where s1 represents the initial state before the
bacteriophage attaches to the cell, s2 represents the state after attachment,
and so forth. The labelled transition system as a whole can be pictured thus:

s1
a

7−→ s2
i

7−→ s3
s

7−→ s4
m
7−→ s5

r
7−→ s6 (1)

In this schematic model of the bacteriophage, we might posit just two en-
tities: the cell, which is present in all states except the final state, and the
bacteriophage, which, as the reproducer, is present in at least the first state
s1, and final states s5 and s6. This gives us a very simple model of bacte-
riophage reproduction, in which we identify the bacteriophage with its own
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offspring. Note that Cohen [4] adopts such an identification in modelling
computer viruses that may change their source code from generation to gen-
eration, introducing the terminology ‘viral set’ for the set of all instances of
the virus code that might be so generated. We might take an even more
abstract view of identity, and identify the bacteriophage with its genome, in
which case we would have a model where the bacteriophage is present in all
states.

This very abstract and schematic model of bacteriophage reproduction
gives an example of

Definition 1. A basic reproduction model is a tuple

(S,A, 7−→,Ent , r, ε, p) ,

where

• (S,A, 7−→) is a labelled transition system;

• Ent is a set of ‘entities’ with r ∈ Ent the particular entity that repro-
duces in the model;

• ε ⊆ Ent × S is a binary relation, with e ε s indicating that entity e is
present in the state s;

• p is a path through the transition system representing the reproduc-
tion of r, i.e., p consists of a sequence s0

a17−→ s1
a27−→ . . .

an7−→ sn with
si−1

ai7−→ si for 0 < i ≤ n, and with r ε s0 and r ε sn.

The last item in this definition states that there is at least one path
through the transition system that shows that the reproducer does actually
reproduce. In the bacteriophage example, the path is the entire system, as
pictured in (1).

The model of bacteriophage reproduction described above is very much
idealised, and schematic insofar as the states are just abstract labels for ide-
alised stages in the life cycle of a prototypical bacteriophage. In this regard,
it is very similar to the diagrams that can be found in introductory textbooks
on virology. We shall present more concrete models later on, but even at this
schematic level of abstraction, we can see that the bacteriophage’s life cycle
involves an essential interaction between the bacteriophage and a — similarly
prototypical — cell. Indeed, it is clear that the bacteriophage requires a cell
for all stages in its life cycle, placing it at one end of a spectrum of reliance
upon external agency; reproducers at the other end of the spectrum are those
that are able to reproduce without the help of other entities: these might
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include single-celled organisms, or von Neumann’s reproducing automaton,
for example.

In order to capture a notion of assistance within our models, whereby
certain actions happen as a result of the presence of one or more entities,
we postulate a function Aff that assigns to any action a the set of entities,
Aff (a), that mutually afford the action a, i.e., those entities without whose
presence a could not be performed. We make this formal in the following

Definition 2. An affordance-based reproduction model is a tuple

(S,A, 7−→,Ent , r, ε, p,Aff ) ,

where (S,A, 7−→,Ent , r, ε, p) is a basic reproduction model, and

Aff : A → P(Ent)

such that, for all states s, if a is possible in s (i.e., s
a

7−→ s′ for some state
s′), then e ε s for all e in Aff (a).

For example, in our model of the bacteriophage life cycle, given the set of
entities Ent = {b, c}, with b the bacteriophage, which is present in all states,
and c the cell, present in all states except s6, we might set

Aff (a) = {b, c}

for all actions a. We could read this as saying that all actions are afforded
by the cell to the bacteriophage, or that all actions require both the cell and
the bacteriophage to be present. Note, however, that this is simply one way
of modelling the bacteriophage’s lifecycle, and so depends entirely upon the
intentions of the modeller. It would be just as acceptable, on a formal level,
to set

Aff (a) = Aff (i) = Aff (r) = {b, c}
Aff (s) = Aff (m) = {c}

which would imply that only the cell is necessary for synthesis and matura-
tion. Yet again, we might set

Aff (a) = {b}

for all actions a, stating that the bacteriophage relies only on itself for repro-
duction, giving, once more, a different model to the previous ones, perhaps
reflecting a modeller’s assumption that, say, cells are a freely available re-
source.

We shall revisit in Section 2.2 the issue of different models of ‘the same’
reproductive process, but with the notion of affordance we now have suffi-
cient theoretical machinery in place to model a wide variety of reproductive
systems, and turn now to the question of classifying such systems according
to their reliance on external agency.
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2.1 Classifying Reproduction Models

An obvious next step is to classify reproduction models according to whether
or not the reproducer is assisted in its act of reproduction. We shall say
that those reproduction models in which reproduction is not assisted by any
other entity are unassisted, and those in which reproduction is assisted are,
naturally, assisted.

In order to simplify the definition of assistance, it is useful to think of
the set of all entities which aid the act of reproduction. We call this set the
ecology of a model.

Definition 3. The ecology of a model M , E(M), is the union of the sets
Aff (ai) for ai in the path p.

We can then classify a model M as assisted or unassisted, depending on
the ecology of M .

Definition 4. An affordance-based reproduction model M can be classified as
unassisted iff there is no entity e, different from the reproducer r, in E(M).
Conversely, a model M is assisted iff there is some entity e different from r
in E(M).

As illustrated in this definition, for brevity we often refer to an affordance-
based reproductive model simply as ‘a model’.

As well as classifying models based on assistance, we can classify based
on whether the reproducer participates in its own reproduction or not. The
idea of a reproducer not participating in its own reproduction might seem
paradoxical, at first, but is quite natural in some circumstances. For instance,
a photocopy does little in the act of its own reproduction. It is likely that
many such “trivial” examples of reproduction involve reproducers that do not
seem to participate in their own reproduction, e.g., gliders within Conway’s
Game of Life. We summarise this distinction in

Definition 5. A model M is trivial iff the reproducer r /∈ E(M). Conversely,
M is non-trivial iff r ∈ E(M).

We now demonstrate how a reproduction model for a copier computer
virus can be defined and classified.

Example 1. The following copier computer virus reproduces when it is exe-
cuted by the Bourne Again Shell (‘Bash’) interpreter in Unix:

cp $0 $0.copy
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The command cp takes as arguments two filenames, and copies the contents
of the first file, if it exists, into the second file, which will be created if it does
not already exist. The expression $0 is a special variable that is set to the
name of the shell script that is currently running.

In general, for a computer virus, we would like to base a reproductive
model on an operational semantics [17] for the programming language in
which the virus is written. That is, the labelled transition system has programs
as labels, and the states are those of an abstract machine that executes the
language. An operational semantics formally specifies the transition relation
s

p
7−→ s′ by specifying which states s′ may be reached by executing program p

in starting state s.
In this case, we can represent the state of a computer running the Bash

interpreter as a tuple FS | B | CS, where FS represents the filestore, B rep-
resents the state of the Bash interpreter, and CS represents a sequence of shell
script commands that are to be executed. For the sake of simplicity, we will
assume that the filestore is just a sequence of shell scripts, and we will repre-
sent each script as [FH : CS], where FH is the name of the script and CS is
the sequence of shell-script commands in the script. The state of the Bash in-
terpreter would consist of variable–value pairs for all of Bash’s environmental
variables; since for our example we are interested only in the variable $0, we
will represent the state of the interpreter simply as $0 : FH, where FH is the
value of the variable $0. As for the commands, we will restrict attention to
names of shell scripts and commands of the form cp E1 E2, where E1 and
E2 are expressions. Thus, for example,

[virus : cp $0 $0.copy] | [$0 : null] | virus

represents a state where the only script in the filestore is the copier virus, the
variable $0 has value null, and the command about to executed is a call of
the shell script virus.

We will not spell out the details of the operational semantics for this
simplified Bash interpreter here; the interested reader can find a formal de-
scription written in the specification language Maude [16] online [34]. For
our present purposes, it is sufficient to note that the operational semantics
permits the following path:

[virus : cp $0 $0.copy] | [$0 : null] | virus
get
7−→

[virus : cp $0 $0.copy] | [$0 : virus] | cp $0 $0.copy
subst
7−→

[virus : cp $0 $0.copy] | [$0 : virus] | cp virus virus.copy
cp
7−→
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[virus.copy : cp $0 $0.copy] [virus : cp $0 $0.copy]

| [$0 : virus] |

which shows that executing the virus causes its code to be reproduced.
In this model we identify three entities: the copier computer virus (cv),

the reproducer in this model; the string rewriting agent (sra), which rewrites
$0 to the name of the script currently executing; and the cp command, which
creates the copy of the virus. Therefore Ent = {cv , sra, cp}. Since sub-
stitution for $0 and copying file contents are basic functions of the Bash
interpreter, we let sra and cp be present in all states — this is a reasonable
choice for our simplified operational semantics; in a more detailed semantics,
we might, for example, specify that cp is not present in certain ‘error’ states
arising from hardware or software failures that make the filestore unavail-
able. We further specify that cv is present in all states where the command
cp $0 $0.copy, or the result of substituting for $0 in this, is present either
in the filestore or as a command about to be executed by the interpreter.

Thus far, we have defined a basic reproduction model; we make this an
affordance-based model by specifying:

Aff (subst) = {sra}

Aff (cp) = {cp}

Aff (get) = {cv}

It is readily checked that these equations satisfy the constraint of Definition 2,
and that the result is a non-trivial assisted model.

Several variations on this model may be given by changing the defini-
tion of the function Aff . For example, if one feels that substitution for $0

is a freely available resource that can be taken for granted, one may set
Aff (subst) = ∅. Similarly, one may have Aff (cp) = ∅ if one feels that copy-
ing files may be taken for granted. Together, these two changes would give a
model in which the entities sra and cp may be considered surplus to require-
ments and dropped from the set Ent . This model would then be a non-trivial
unassisted model.

2.2 Refinement of Reproduction Models

It should be clear from the preceding examples that we are not classifying
reproducers per se; rather, we are classifying models of reproducers, and
we allow for the possibility that a reproductive process may be modelled
in many different ways. It is possible that this permissiveness might seem
inappropriate. After all, it might be argued, the primary goal of a model is
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verisimilitude: things are one way or another, and the obligation on a model
is to say which way things are; so if there are two different models of the
same thing, then at least one model is wrong.

Our view, which may show a bias towards practices in Computer Science,
is that it is often useful to allow different models of the same process, perhaps
at different levels of abstraction, or reflecting different states of understand-
ing of the process being modelled. In software engineering, for example, it is
common to start with a very abstract specification of a system, and repeat-
edly refine this by adding more details and constraints, until a final, very
concrete specification is reached. Each version of the specification can be
seen as a model of the not-yet-realised system, at varying levels of abstrac-
tion. The important relationship between the different models is a form of
consistency: the more concrete models impose more constraints on admis-
sible behaviours, or every behaviour allowed by the concrete models is also
allowed in the more abstract models. In this section we present a notion of
refinement for affordance-based reproduction models that captures the idea
that one model provides a more concrete view of the same process modelled
by another. We will then show that it is possible to freely move between
viewing a process as assisted or unassisted.

Consider the schematic model of a bacteriophage’s life-cycle presented in
Section 2; the following gives a more concrete version of this lifecycle.

Example 2. We use terms to represent individual cells, bacteriophages, and
bacteriophage RNA. For example, we use b-rna to name a particular bac-
teriophage RNA sequence, and write T4[b-rna] to denote an individual T4
bacteriophage with that sequence (we are not concerned with any specific me-
chanics of RNA reproduction in this model, so we need do no more than
name the RNA here). Similarly, we write Cell[] for an individual cell, and
we denote states where several individuals coexist by simply juxtaposing the
terms for the individuals; thus, for example,

Cell[] T4[b-rna] Cell[] T4[b-rna] T4[b-rna]

denotes a state containing two cells and three bacteriophages. We consider
this state to be equivalent to any permutation of its constituent entities. Tech-
nically, we mean that juxtaposition is an associative and commutative opera-
tion; semantically, we think of this state as a ‘soup’ in which the constituent
entities can ‘move around’ in order to interact with one another. We also
allow a similar sort of soup to exist within a cell’s membrane; for example,

Cell[ b-rna T4[b-rna] b-rna b-rna ]
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denotes a single cell that contains three bacteriophage RNA strands, and one
mature bacteriophage.

Such a situation can come to pass by a bacteriophage attaching to a cell
and injecting its RNA. We write C-T for a cell C with attached bacteriophage
T , and postulate two rewrite rules that allow attachment and injection of
RNA (we omit the labels of the actions):

C T 7−→ C-T
Cell[ S ]-T4[R] 7−→ Cell[ S R ]

which say, respectively, that bacteriophage T can attach to cell C, and that
when a bacteriophage with RNA R is attached to a cell that contains ‘internal
soup’ S, the RNA R can be injected into that internal soup. Similarly, we
give rewrite rules that allow bacteriophage RNA to be replicated inside a cell,
and that allow bacteriophage RNA to mature into T4 bacteriophages:

Cell[ R S ] 7−→ Cell[ R S R ]

Cell[ b-rna S] 7−→ Cell[ S T4[brna] ]

Finally, in the life-cycle of the bacteriophage, we allow cells to rupture, re-
leasing matured bacteriophages into the environment:

Cell[ S ] 7−→ S

Clearly, these five rewrite rules correspond to the five schematic stages of
the bacteriophage life-cycle. Moreover, we can see these stages applied to
individuals, as in the following example:

T4[b-rna] Cell[] T4[b-rna]

7−→
T4[b-rna] Cell[]-T4[b-rna]

7−→
T4[b-rna] Cell[ b-rna ]

7−→
T4[b-rna] Cell[ b-rna b-rna ]

7−→
T4[b-rna] Cell[ b-rna b-rna ]

7−→
T4[b-rna] Cell[ T4[b-rna] b-rna]

7−→
T4[b-rna] T4[b-rna] b-rna
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which shows a T4 bacteriophage attaching to a cell, injecting its RNA, that
RNA being copied, maturing, and then being released as the cell ‘ruptures’
(albeit after minimal reproduction and maturing of the T4 RNA).

The states of this model are the terms of sort ‘soup’, and the rewrite
rules given above determine the actions and transitions. We can postulate
entities comprising a cell, Cell, which is present in a state iff that state has
a subterm of the form Cell[...], and bacteriophages, present in a given
state iff the RNA, b-rna occurs as a subterm. Furthermore, we can take the
condition in Definition 2 to define affordances, which gives us that all the
actions (attachment, injection, etc.) are afforded jointly by the cell and the
bacteriophages (and hence this model is an assisted reproduction model).

In order to relate this model (call it T4Cell) to the schematic model of
Section 2, note first that we can map states of that model to states of T4Cell
as follows:

s1 7→ f(s1) = Cell[] T4[b-rna]

s2 7→ f(s2) = Cell[]-T4[b-rna]

s3 7→ f(s3) = Cell[b-rna]

s4 7→ f(s4) = Cell[b-rna b-rna]

s5 7→ f(s5) = Cell[b-rna T4[b-rna]]

s6 7→ f(s6) = b-rna T4[b-rna]

This maps the path of the schematic model to the path of T4Cell; i.e., it
preserves transitions, which have the same actions in both models. The
schematic model had two entities, b and c, representing the bacteriophage
and the cell, respectively. We can map these to entities h(b) = T4[b-rna] and
h(c) = Cell, respectively, noting that this preserves occurrences in states: if
e ε s, then h(e) ε f(s). Moreover, since all actions are afforded jointly by the
cell and the bacteriophage in both models, affordances are clearly preserved
as well.

We generalise this example in

Definition 6. For basic reproduction models M = (SM , AM , 7−→M ,EntM ,
rM , εM , pM) and N = (SN , AN , 7−→N ,EntN , rN , εN , pN), a refinement M →
N is a triple of functions (f, g, h), where f : SM → SN , g : AM → AN , and
h : EntM → EntN , such that

1. s
a

7−→M s′ implies f(s)
g(a)
7−→N f(s′),

2. e εM s implies h(e) εN f(s), and
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3. h(rM) = rN .

Moreover, if M and N are affordance-based models, then (f, g, h) : M → N
is a refinement iff, in addition, h(AffM(a)) ⊆ AffN(g(a)) for all actions
a ∈ AM (note we write h(X) for the set resulting from applying h to every
element of the set X).

Intuitively, a refinement M → N indicates that M and N model the same
process, but N provides a more detailed or concrete model, i.e., N refines
M . Since transitions, occurrences and affordances are all preserved, all of
the behaviour, entities, and affordances described in M also occurs in N ,
although N may provide more states, actions, and entities than figure in M .

Despite this intuitive image of a refinement as an inclusion of one model
within another, there are many interesting refinements where one or more
of the component functions is not injective. In particular, models may be
refined by ‘amalgamating’ two or more entities. We will see in the following
section that such refinements can move freely between assisted and unassisted
reproductive models.

Example 3. We give a refinement of the copier computer virus model Mcv

from Example 1. Let Ncv be as follows:

• SNcv
,ANcv

, 7−→Ncv
, rNcv

(= cv) and pNcv
are identical to those in Mcv ;

• EntNcv
= {cv , sra+cp};

• AffNcv
(subst) = AffNcv

(cp) = {sra+cp}; and

• sra+cp εM ′

cv

s iff sra εMcv
s or cp εMcv

s.

It is readily checked that the identity functions 1SMcv

: SMcv
→ SMcv

and
1AMcv

: AMcv
→ AMcv

, together with the function mapping cv to cv and both
sra and cp to sra+cp, give a refinement Mcv → Ncv . Note that in this case,
both Mcv and Ncv are assisted reproductive models.

2.3 Allowed Refinements of Reproduction Models

The definitions of assistance and triviality given earlier are independent di-
chotomies, meaning that we can divide the space of reproduction models into
four disjoint parts, depending on the assistance and triviality of a reproduc-
tion model. It is interesting to note that refinement between these four parts
is limited in certain directions, which implies a structure of the space of re-
production models. Firstly, there are no refinements from non-trivial models
to trivial models.
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Proposition 1. If M and N are models, and there is a refinement M → N ,
then M being non-trivial implies that N is non-trivial.

Proof. If M is non-trivial then we know that rM ∈ E(M). By Definition 6, we
know that h(rM) = rN and h(AffM(a)) ⊆ AffN(g(a)). Therefore rN ∈ E(N)
and N is non-trivial, as desired.

Secondly, there are no refinements to trivial, unassisted models.

Proposition 2. For all trivial, unassisted affordance based models, N , there
is no refinement M → N , where M is trivial and assisted.

Proof. Proof is by contradiction. Suppose that a refinement M → N exists.
Since M is assisted, then by Definition 4 there must be some entity x ∈ EntM ,
different from the reproducer r, such that x ∈ AffM(b) for some action b
in the path. By Definition 6 we know that h(AffM(b)) ⊆ AffN(g(b)) and
therefore h(x) ∈ AffN(g(a)). However, AffN(b′) = ∅ for all actions b′ in the
path, because N is trivial and unassisted. Therefore, there can be no such
function h, and therefore the refinement cannot exist, as desired.

It is straightforward to demonstrate that refinements are allowed in all
other directions, and therefore these proofs are omitted. The resulting struc-
ture of the space of reproduction models is summarised in Figure 1.

Figure 1: Allowed refinements between classes of affordance-based models.
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3 The Unassisted and Assisted Reproduction

Theorems

In this section we show that the classification into assisted or unassisted
models does not reflect an intrinsic property of the process being modelled,
but rather reflects the decisions made in constructing a particular model. We
show that every model can be refined by an unassisted model, and, dually,
every model refines an assisted model.

3.1 The Unassisted Reproduction Theorem

One potential application of refinement is to identify the entities that as-
sist the reproducer in the act of reproduction, and conglomerate them with
the reproducer to form a ‘super-entity’. Of course, the resulting aggran-
dised reproduction model will then be an unassisted model irrespective of
whether the original reproduction model was assisted or unassisted. In the
following Propositions 3–6, and culminating in Theorem 1, we will show how
for any reproduction model, M , there is a corresponding unassisted repro-
duction model M# — in which states, actions, action successions, and the
reproducer’s path remain unchanged — for which there is a refinement arrow
M → M#. The first step is to define M# in

Definition 7. Given a reproduction model M = (S,A, 7−→,Ent , r, ε, p,Aff ),
we define

M# = (S,A, 7−→,Ent#, r, ε#, p,Aff #)

where

1. Ent# = (Ent\E(M)) ∪ {r};

2. r ε# s iff e ε s, for some entity e ∈ E(M) ∪ {r}; and for all e ∈
Ent\E(M), e ε# s iff e ε s; and

3. Aff #(a) = h(Aff (a)), where h : Ent → Ent# maps c ∈ E(M) to r,
otherwise h(e) = e.

Proposition 3. For any model M , M# is an affordance-based reproduction
model.

Proof. By Definition 2, we require that for all e ∈ Aff #(a), and for all states
s with a is possible in s then e ε# s. Suppose that action a is possible in
state s, and e ∈ Aff #(a). By Definition 7(3), e = h(e0) for some e0 ∈ Ent ,
and because M is an affordance-based reproduction model, it follows that
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e0 ε s. If e0 ∈ E(M), then e = h(e0) = r and e ε# s by Definition 7(2); if
e0 /∈ E(M), then e = h(e0) = e0 ε s and so e ε# s as desired.

Now that we have established that both M and M# are models, we must
check that M# is in fact unassisted.

Proposition 4. For any model M , M# is unassisted.

Proof. The only entities which afford reproductive actions (i.e., those in p)
to r in M are those in E(M). Therefore, for any ai in p, if e ∈ Aff #(ai), then
e = h(c) for some c ∈ E(M) and so e = r.

Next we show that M# refines M .

Proposition 5. For all models M , there is a refinement M → M#.

Proof. The refinement M → M# consists of the triple (1S, 1A, h), where
1S and 1A are identities on states and actions, and h : Ent → Ent# is as
defined in Definition 7. Clearly, transitions are preserved (Definition 6(1)),
and preservation of occurrences (Definition 6(2)) follows immediately from
Definition 7(2), and we need show only h(Aff (a)) ⊆ Aff #(a) for all actions
a, but this is immediate from Definition 7(3).

This gives us our main result for this section:

Theorem 1 (Unassisted Reproduction Theorem). Every reproduction model
can be refined by an unassisted reproduction model.

In other words, for any reproduction model, be it assisted or not, there
is another model which captures the same reproductive process but with
modfied entities, which is classified as unassisted. Therefore, all models of
assisted reproduction can be refineded so that they instead capture unassisted
reproduction. This tells us that apparent unassisted reproduction is simply
a consequence of the way a particular reproductive process is modelled, since
it can also be modelled as unassisted reproduction.

In order to demonstrate Theorem 1, we give an example of a model M#
cv

that is a refinement of the copier computer virus model Mcv (cf. Examples 1
and 3), and is an unassisted model.

Example 4. Let M#
cv be constructed from the model Mcv of Example 1, as

in Definition 7. This gives us:

• S
M

#
cv

,A
M

#
cv

, 7−→
M

#
cv

, r
M

#
cv

(= cv) and p
M

#
cv

are identical to those in Mcv ;

• Ent
M

#
cv

= {cv}
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• cv ε
M

#
cv

s for all s ∈ S

• Aff
M

#
cv

(a) = {cv} for all actions a.

The refinement Mcv → M#
cv consists of the identity functions on states and

actions, and the function that maps all entities to cv.

If a model M is an unassisted model, then our construction of M# just
yields the original model M :

Proposition 6. If M is unassisted, then M = M#.

This is proved by inspection of Definition 7, noting that if M is unassisted,
then E(M) ⊆ {r}. A slightly stronger statement says that the construction
of M# is the smallest change to M that is needed to obtain an unassisted
reproduction model. Consider the situation in Figure 2, where the arrow
along the top is the refinement of Proposition 5. If there is some other

M# M

N

γ

β α

Figure 2: Refinement arrows between M , M# and N .

unassisted model N that refines M , then it makes a larger change than M#

does, and it refines M# as well; moreover, it does so in a unique way. This
is stated formally in the following

Proposition 7. For all reproduction models M , M# is the least unassisted
refinement of M .

Proof. Suppose (αf , αg, αh) is a refinement of M by an unassisted reproduc-
tion model N = (SN , AN , 7−→N ,EntN , rN , εN , pN ,AffN).

We show that there is a unique refinement β = (βf , βg, βh) : M# → N
such that α is the composition of γ and β, where γ = (1S, 1A, h) is the
refinement M → M# of Proposition 5. Since γ is the identity on states
and actions, we clearly require βf = αf and βg = αg, and all that remains
is to define βh. By the definition of refinement, we require βh(rM#) = rN ,
and for all other e ∈ Ent# (i.e., e ∈ Ent\E(M)), we set βh(e) = αh(e).
This clearly satisfies the uniqueness constraint on β, and we need only show
that β does indeed exist; i.e., we need to show that αh(e) = rN for all
e ∈ E(M). If e ∈ E(M), then there is some ai in pM with e ∈ AffM(ai),
and so αh(e) ∈ AffN(αg(ai)), but since N is unassisted, this must mean that
αh(e) = rN , as desired.
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3.2 The Assisted Reproduction Theorem

From Theorem 1 we know that all reproduction models can be refined by an
unassisted reproduction model, and therefore all reproduction models can be
viewed as unassisted. In this subsection we show that the converse is also
possible, that for all reproduction models, there is a corresponding assisted
reproduction model. We define this corresponding model in

Definition 8. Given a reproduction model, M = (S,A, 7−→,Ent , r, ε, p,Aff ),
we define

M# = (S,A, 7−→,Ent#, r, ε#, p,Aff#)

where

• Ent# = Ent ∪ {G};

• Aff#(a) = Aff (a) if r /∈ Aff (a), and Aff#(a) = Aff (a) \ {r} ∪ {G} if
r ∈ AffM(a);

• for all states s, G ε# s iff r ε s;

• e ε# s iff e ε s for all entities e 6= G.

The model M# introduces a new entity, G, and ascribes to it all the
actions afforded by r in M . We might think of this new entity as the ‘Laws
of Nature’, which make possible all the actions viewed (in M) as under
the control of the reproducer; such a change of viewpoint might be seen in
viewing, on the one hand, organisms as actively reproducing through their
own actions, and viewing them, on the other hand, merely as phenotypes
of genes that persist, or not, under the action of natural selection. Another
example of such a change of viewpoint would be to view reproducers such as
Langton’s loops [13] as, on the one hand, reproducing by means of extending
a process that loops back on itself, or, on the other hand, as just phenomena
that emerge from the iterative application of the evolution rule of the cellular-
automata grid in which the loops are realised. In this example, the entity
G is the evolution rule; in the previous example, it is natural selection. We
might say that the Unassisted Reproduction Theorem of the previous section
represents an ecological view of reproduction, in which a number of separate
entities that collaborate in a process of reproduction can be viewed as a entity
in itself, whereas the construction of this section represents a reductionistic
approach, in which any behaviour (though especially reproduction for our
purposes) can be viewed as a manifestation of physical or computational
laws.
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Proposition 8. For all reproduction models M , M# is a reproduction model
and there is a refinement M# → M .

Proof. It is clear from the construction that M# is an affordance-based re-
production model whenever M is. The refinement M# → M consists of the
triple (1S, 1A, h), where 1S and 1A are identities, and h is defined as follows:
h(G) = r, and h(e) = e for e ∈ Ent . We must check that the conditions from
Definition 6 hold. Condition (1) holds trivially, because S, A and 7−→ are
identical in M and M#. Condition (2) holds by construction of M#, as does
condition (3). The final condition, that h(Aff#(a)) ⊆ Aff (a), holds because
Aff# replaces r by G and h maps G to r.

The Assisted Reproduction Theorem follows from this, with one proviso:
that the original model M is non-trivial (cf. Definition 2).

Theorem 2 (Assisted Reproduction Theorem). Every non-trivial reproduc-
tion model M refines an assisted reproduction model.

Proof. This follows directly from Proposition 8, noting that if r ∈ Aff (ai),
then Aff#(ai) = Aff (ai) \ {r} ∪ {G}, so r 6= G ∈ Aff#(ai), and therefore M#

is an assisted model.

The requirement that M be non-trivial is from Definition 8, as M# is assisted
if M is non-trivial.

We illustrate this construction by revisiting the copier virus Mcv of Ex-
ample 1, an assisted reproducer that was rendered unassisted in Example 4,
giving the model M#

cv . We now apply the Assisted Reproduction Theorem
to give

Example 5. Let (M#
cv)# be constructed from M#

cv following Definition 8. We
have

• Ent (M#
cv

)#
= {cv , G};

• G ε(M#
cv

)#
s for all s ∈ S

• Aff(M#
cv

)#
(a) = {G} for all actions a.

In other words, G is omnipresent and omnipotent in that it alone affords all
the actions of the copier virus’s reproductive cycle.

These examples show that our approach does not say that assisted and
unassisted models are the same thing: the constructions of Definitions 7 and 8
are not bijections, as Mcv and M# are different. What our approach does

19



say is that a reproductive process may be viewed qualitatively in different
ways. Moreover, the notion of refinement serves to rank these qualitatively
different approaches to modelling the same process: ecological approaches
are more refined than reductionistic approaches, or, following Example 2,
more schematic.

3.3 Further Classification Using Aspects

In earlier work [32, 30], we classified reproducers into four categories, which
we called Types I, II, III, and IV. These categories were based on identifying
which actions in the model were concerned with obtaining a self-description
(SD) of the reproducer, and which actions were concerned with the actual
machinery (RM) of constructing a copy of the reproducer. Models where all
actions in both groups were unassisted were categorised as Type I, which in
the present paper we have simply called ‘unassisted’; the remaining types
subdivide the assisted class of models. The case where SD was unassisted
and RM was assisted we called Type II; the case where SD was assisted and
RM was unassisted we called Type III; and the case where both were assisted
we called Type IV.

As we argued in [32, 30], a self-description and its use in the construc-
tion of a copy of the reproducer plays a central role in a great number of
reproduction models. However, there may be applications where other as-
pects of the reproductive process play a more prominent role. For example,
many computer viruses contain code that is designed to prevent the infec-
tion of already-infected files, or code that is intended to avoid detection by
— or even to actively attack — anti-virus software, and the ecology or de-
pendencies of these code fragments are therefore of interest to the producers
of anti-viral software. As another example, in biological organisms, sexual
reproduction, random mutations in DNA, and the interactions of the organ-
ism itself with its environment, including, for example, predators or potential
mates, are the aspects of the reproductive cycle where natural selection plays
a role: it would be hard to explain a peacock’s tail without a notion of mate-
selection. In this section we shall generalise this mode of classification to
arbitrary predicates on the actions in the reproduction model, which we call
aspects.

Formally, an aspect is just a name, such as ‘self-description’, ‘detection-
avoidance’, or ‘mate-selection’. As such, it has no intrinsic formal meaning,
and its application to reproduction models depends on the intentions of the
modeller. It applies to a particular model as a predicate on the actions of that
model, saying which actions are concerned with that aspect. For example, the
actions of the T4 bacteriophage life-cycle (see Section 2) that are concerned
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with reproductive machinery would be synthesis of the bacteriophage RNA
and its maturation. The actions of the copier computer virus (see Example 1)
concerned with the same aspect would be the call of the cp function; the
actions in this model concerned with obtaining a self-description would be
the substitution of the virus’s file name for the variable $0 — but again,
there is freedom for interpretation on the part of the modeller: it would be
perfectly acceptable to also include the call of cp as concerned with obtaining
a self-description, which would be reasonable, as this is where the actual viral
code is accessed in the file store.

Of course, we may be interested in studying reproduction models with
regard to a particular aspect, or with regard to several.

Definition 9. Given an aspect α, an α-model consists of an affordance-based
model M together with a predicate Mα on the actions of M . If C is a set of
aspects, a C-model is a model with a predicate Mα for each α ∈ C.

We can relativise the model theory of the preceding sections to aspects
or sets of aspects.

Definition 10. For aspect α and α-model M , we define the α-ecology of M ,
Eα(M), to be the union of all the sets AffM(ai) for ai in the path of M for
which Mα holds: i.e., all entities that afford α-actions in M .

Definition 11. We say M is α-unassisted iff Eα(M) ⊆ {rM}, and M is
α-assisted iff Eα(M) contains some entity other than rM . Similarly, M is
C-unassisted iff it is α-unassisted for each α ∈ C, and C-assisted iff it is
α-assisted for some α ∈ C.

Moreover, it is clear that the constructions of the Assisted and Unassisted
Reproduction Theorems can be relativised to arbitrary sets of aspects. Thus,
for any α-model M , there is an α-unassisted model that refines M , and (for
non-trivial M) an α-assisted model that is refined by M .

Any unassisted model will be α-unassisted, for any aspect α, and in this
sense, aspects serve to subdivide the space of assisted models. The basic
distinction between assisted and unassisted could be viewed as arising from
an aspect that holds for all actions in a reproduction model’s path, but in
general, n aspects give 2n categories of assisted reproduction. For example
the four-fold categorisation (Types I–IV) described above arises from the two
aspects of self-description and reproductive-machinery. Conversely, ‘enough’
aspects serve to recapture the absolute notion of ‘unassisted’:

Proposition 9. If M is C-unassisted and the set of actions in pM is covered
by the aspects in C, i.e., each ai in pM satisfies some Mα for α ∈ C, then
M is unassisted.
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Proof. For any ai in the path of M , there is at least one aspect α ∈ C for
which Mα holds, and since M is α-unassisted, AffM(ai) ⊆ {rM}, and so
E(M) ⊆ {rM}.

In summary, aspects provide a generalisation of our basic distinction
between assisted and unassisted models of reproduction, and allows finer-
grained distinctions between assisted models.

4 Conclusion

Extending our earlier work [32, 33, 30], we have given the first full account
of formal affordance-based reproduction modelling, classification and refine-
ment. We have shown that we can specify reproduction systems using models
in which discrete time processes are modelled using labelled transition sys-
tems. We can define the entities present in a model, and specify in which
states they are present. When entities are present in a state, they can af-
ford actions which move that state to another state. We can divide these
models by classification as ‘unassisted’ or ‘assisted’ reproduction, the for-
mer describing a state of affairs where no actions in the reproducer’s path
are afforded by entities other than the reproducer, and the latter describing
there is at least one action in the path that is afforded by an entity other
than the reproducer. We can also classify models as ‘non-trivial’ or ‘trivial’ ,
dependent on whether or not there are actions in the path that are afforded
by the reproducer. Our examples included biological and computer viruses.
Biological viruses are interesting phenomena at the boundary of accepted
definitions of life [27], and computer viruses are a form of artificial life [23]
— the practical problems of detecting and classifying computer viruses was
the focus of much of our earlier work referred to above.

Clearly, models of classic artificial life examples are also possible; e.g.,
reproduction in cellular automata, such as the systems of von Neumann [28]
and Langton [13] are easily modelled using labelled transition systems. In-
deed, a forthcoming paper [31] gives an account of Langton’s loops in which
the reproducing loop is modelled as a composite entity built from its con-
stituent ‘data-paths’.

The main novel contribution of the present paper is to present affordance-
based reproduction models as a structured space. Models of the same repro-
ductive process at different levels of abstraction are related by refinement, and
we have presented some fundamental results on refinements between trivial
and non-trivial, and between assisted and unassisted models. In particular,
our Assisted and Unassisted Reproduction Theorems show that it is possible
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to model the same process in different ways so that it can be viewed as either
assisted or unassisted, and that unassisted models, where the reproducer is
viewed as part of an ecology, are more refined than unassisted models, where
reproduction is viewed as a result of computational or physical laws.

There is an interesting parallel between this latter case and work by
Rosen [18] on a paradox arising from reproduction models where an automa-
ton reproduces: such an automaton can be viewed as a mapping f : A → B,
from inputs A to outputs B, so if f reproduces, then f ∈ B, but the map-
ping f cannot be defined before its output set B is. Rosen notes that the
paradox is avoided in cases where reproduction is mediated: his example
is of a mapping F : B × (A × B) × A → (A × B) × (A × B) such that
F (y, (x′, y′), x) = ((x′, y), (x, y′)), so that for components a, and b of a struc-
ture (a, b), we have F (b, (a, b), a) = ((a, b), (a, b)) — i.e., the structure (a, b)
is reproduced from its components. Rosen comments ‘the structure to be
duplicated is not possessed of an active role in the duplication process but is
utilized, as far as the theory of automata is concerned, in a relatively passive
manner’ (op. cit., p. 391). In our terminology, F affords reproduction to the
structure.

In earlier work [32, 33] we described how reproduction models could be
classified according to two separate dichotomies based on whether or not the
actions corresponding to the reproductive mechanism and self-description of
a reproductive process were afforded by entities other than the reproducer.
In Section 3.3 we generalised classifications of this sort using aspects: pred-
icates on the actions in a reproduction model. Since each aspect is either
unassisted or assisted, a number n of aspects gives up to 2n different classes
of reproduction models.

Classification of reproduction based on the reliance of a reproducer on the
environment can also be found in the works of Freitas & Merkle (ch. 5, [7]),
Taylor [26, 25] and Luksha [14]. Freitas and Merkle give categories for the
location of replication information (i.e., self-description) and replicator par-
asiticity (i.e., reliance on external agency for the reproductive machinery).
Taylor divides the reproducer space into two: reproduction occurs either
with or without reliance on external agency (auto- and assisted-reproduction
respectively). Luksha offers a categorisation of reproducers based on the
relative complexities of the reproducer and its environment, from ‘quasi-
self-reproducers’ with no formal reproductive structures ‘fully capable repro-
ducer’ which is reproduces independently.

The distinction between assisted and unassisted reproduction is, there-
fore, a recurrent theme in reproduction classification. Our approach offers
formal models of reproduction systems, and reduces the problem of classifica-
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tion to a purely formal exercise. Of course, the process of encoding a repro-
duction system within a reproduction model remains subjective; however,
with the Unassisted and Assisted Reproduction Theorems we have shown
that unassisted and assisted models are related in refinements, and therefore
any bias is mitigated by the fact that any unassisted model has a correspond-
ing model which describes essentially the same reproduction system, but is
actually classified as assisted, and vice versa. In this way we have given a for-
mal first step towards eliminating bias in the subjective act of reproduction
modelling.

Formal models of reproduction have also been given by McMullin [15]
and Rosen [19, 20], who given formalisation of the act of reproduction based
on mathematical functions. Chaitin [2] works towards a formal definition of
life based on algorithmic information theory. The works of von Neumann,
Codd, Langton and others [22] on cellular automaton-based formulations of
reproductive behaviour are formal, but are largely constructive proofs of the
existence of purely formal descriptions of reproduction. In contrast, we have
presented a means of creating formal models of reproduction at the ecological
level, in which the reliance of the act of reproduction on entities external to
the reproducer can be specified, and classification and refinement of models
is possible.

Our approach to reproduction modelling is based on an assumption that
entities are recognisable in order to generate a set of symbols representing
them, but this is not necessarily the case. In particular, Henz & Misra [11]
have given an interesting approach to recognising evolving artificial life forms
based on the recurrence of similar patterns due to evolutionary reproductive
behaviour.

4.1 Future Work

We conclude by sketching out some areas for future research.

4.1.1 Metrics for Reliance on External Agency

In Section 3.3 we described how reproduction models can be classified as as-
sisted or unassisted, or classified using arbitrary predicates on the actions in
the reproduction model (i.e., aspects). However there may be further oppor-
tunities to create metrics to compare unassisted reproduction models, based
on other factors. For example, if we see the act of reproduction as a compu-
tational process of a certain minimal complexity, then if the actions that a
reproducer affords itself together are less than the complexity of the whole
reproductive process, then there must necessarily be some other (external)
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entity that compensates for this. Therefore, when comparing two unassisted
reproduction models that require a similar environment (e.g., two computer
viruses), then we can compare their reproductive reliance on external agency
by comparing the complexity of those reproductive actions that are afforded
to the computer viruses, or those that the computer viruses afford them-
selves. For example, we could assume that the more complex a particular
reproducer’s self-afforded actions, the less the reliance on external agency. Of
course, this presupposes the existence of some level of abstraction at which
we can compare the complexity of actions, but in several cases, such as com-
puter viruses, Tierran organisms, cellular automaton reproducers, etc., such
a comparison would seem possible. Different methods of complexity could
be used, e.g., space/time complexity, or the Kolmogorov complexity of the
reproducer itself. Our recent work applying affordance-based classification
to computer viruses gave simple examples of how such metrics might be
used [30].

There is also empirical evidence of differing degrees of reliance on exter-
nal agency with respect to biological viruses. It is known that, ‘[viruses]
with large genomes depend less on host functions depend less on host func-
tions than those with small genomes’ [10]. This effectively states that the
information content in the self-description (genome) is related to the reliance
on external agency (the host cell). Another possible extension of this work
would be use the methods described above to formalise this statement within
our ontology.

4.1.2 Strategies for Reproduction

In December 2000, a relatively unprolific virus on the Windows 32-bit plat-
form was able to infect executable files containing relatively prolific network
worms [24]. The destructive payload of the virus combined with the infec-
tiousness of the worms created dangerous hybrids that were not predicted by
the vendors of anti-malware software. These hybrids were an emergent prop-
erty of a complex ‘ecology’ of reproducers, in which reproduction processes
could overlap.

A useful extension of this work would be to be able to analyse these
ecologies of reproducers, i.e., systems where more than one reproducer is
present. Such ecologies coud be constructed using affordances common be-
tween entities, for example, a bacterium might afford a site of infection for a
bacteriophage virus, without necessarily specifying which virus might infect
the bacterium. The labelled transition systems of the different reproductive
processes could be combined using techniques such as those developed in
process algebra [1]. In real-life ecologies, reproducers are capable of inter-
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esting behaviours such as crossing a species gap (e.g, biological viruses), or
spontaneous virus–worm hybridisation (see above). In being able to build
models of ecologies of reproducers by combining their models in a formal
way, we could begin to analyse and predict interesting emergent properties
of multi-reproducer systems.

4.1.3 Computer Virology: Anti-Virus Applications

In computer virology, computer viruses and network worms spread within
computer systems whilst anti-virus software scans for suspect behaviours
typical of reproducing malware in a process known as dynamic analysis [6].
As discussed in Section 2.1, we can classify reproduction models as assisted
or unassisted, depending on how we model the entities and affordances in
those models. In recent work [30] we have shown that a practical applica-
tion of such classification is in prioritisation of dynamic analysis on systems
where resources are limited, e.g., on PDAs, smartphones, PCs, or other per-
vasive computing applications. Dynamic analysis depends on the ability of
anti-virus software to intercept communications between reproducing mal-
ware and external entities such as the operating system, daemons/services,
the filestore, network protocols, etc. Malware typically must enlist the help
of these other entities in its reproductive process. Antivirus software is able
to analyse this behaviour and flag it as suspicious in order to detect files
infected by malware. In order to apply our ontology, we can say that the
act of dynamic analysis by the antivirus software places constraints on the
reproduction model that we construct. For example, if the antivirus software
is able to intercept calls by a computer virus to the file store (during disk
input/output operations, for example), then it is logical to classify the virus
and the file store as separate entities. If the anti-virus software cannot in-
tercept calls to the operating system, then effectively it cannot ‘distinguish’
between the virus and the OS, and within the reproduction model we should
treat them as one entity. So, when malware is afforded an action by an ex-
ternal entity, and the anti-virus software is able to detect this, the anti-virus
scanner has a better chance of detecting the malware than if it could not
detect this behaviour.

By classifying malware in this way, we will know that the most difficult
malware to detect at run-time will be those whose reproduction models are
classified as unassisted, because the anti-virus software cannot detect the
behaviour of these viruses and worms, because it cannot intercept the calls
made by the virus to external entities. The viruses whose reproduction mod-
els are assisted will have behaviours that are detectable by the anti-virus
software. So, on a system where resources are limited, the anti-virus analysis
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scanner can focus its static analysis attentions on the ‘unassisted’ malware,
because this cannot be detected at run-time, and should therefore be high
priority.
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