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Advanced Encryption Standard

• Designers: J. Daemen, Vincent Rijmen
• First published: 1998
• Became effective as a NIST standard May, 

2002
• A variant of substitution-permutation 

network
• Key size is 128, 192 or 256 bits
• Number of rounds is 10, 12, or 14

Advanced Encryption Standard

• Design uses theory of finite fields, a branch 
of algebra;

• Every block of 128 bits is presented as 4 by 
4 array of bytes 

• Key Expansion: Key Round keys

Steps in AES processing, I 

• Every round includes the following steps: 
– Substituiton: each byte is replaced with 

another based on lookup table
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Steps in AES processing, II 

– ShiftRows: each row is shifted cyclically 
certain amount of steps  

Steps in AES processing, III

– MixColumns: mixing operation on the 
columns  (defined in terms of computations in a 
finite field). 

Steps in AES processing, IV

– AddRoundKey- each byte is combined with 
the round key

Security of AES

• Considered secure for use for classified 
information, secret and top secret level;

• However, there are some concerns related to 
the algebraic foundations of algorithm –
underlying algebraic structure might be 
used in the attacks in some clever way;

• For more details see Wikipedia entry on 
AES


